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[bookmark: _Hlk514274591]1		Discussion
The transport of multimedia application data (e.g., AR/VR/XR, interactive and streaming services, web applications) is often conveyed over RTP protocol. 
For supporting XR media over 3GPP, 3GPP defined extensions to the RTP headers allowing an XR media application server to provide additional information to assist the 3GPP network to identify a group of packets (PDU set identification) and delivering such packets with specific QoS requirements (e.g. PDU Set Delay Budget) to a UE. Such approach requires the RTP headers to be sent unencrypted so as the UPF within the 5G network to identify PDU set information. However, the industry is now focusing on fully encrypting the media packet including the protocol headers either by using solutions relying on QUIC (IETF RFC 9000) or by enhancing the RTP protocol with fully encrypted headers as described in RFC 9335.
Consequently, there is a need to allow a solution to support PDU-set identification when the end-to-end connection between the UE and the Application server is fully encrypted.
The solution proposes to have a framework where fully encrypted packets from an application server are tunneled via an encapsulation protocol between the UPF and the Application Server over the N6 reference point as shown in the Figure below.


Figure 1 – General framework for supporting PDU set identification for fully encrypted media packets
The main steps of the solution comprise of the following elements:
1. An AF when requesting an AF session towards the 3GPP network (NEF) includes additional information indicating to the 3GPP network that the UPF can identify PDU-set information by inspecting the headers of an encapsulation protocol. The AF also including the address of the XR Video application server where the UPF will need to establish a connection using the encapsulation protocol.
NOTE: It is assumed that the 3rd party provider of the AF and the 3GPP network have SLA agreement on the type of encapsulation protocol to use between the UPF and AS over N6 reference point.
2. The PCF in the 3GPP network providing PCC rules where the PCC rules include the information provided by the AF in step 1.
3. The SMF constructing N4 rules based on the PCC rules where the N4 rules include uplink and downlink Packet Detection Rules indicating to the UPF that:
a. for uplink packets sent from a specific UE (or any UE) to a specific application server the UPF would need to establish a connection using an encapsulation protocol and route the packet via the encapsulation protocol to the Application Server addresss.
b. For downlink packets received by the UPF over N6 configuration information indicating the UPF to:
i. Extract the encapsulated UDP packet from the received IP packet.
ii. Enable PDU set identification and retrieve PDU set information from information contained within the encapsulation protocol.
iii. Routing the de-encapsulated UDP packet over a QoS flow with PSDB requirements within GTP signalling towards the RAN.
4. UPF that supports an encapsulation protocol client establishing a protocol session with a server once the UPF detects that an uplink packet is sent towards a specific destination address
5. The Application Server sending downlink packets via the encapsulation protocol and includes additional PDU set information provided in-band within the encapsulation protocol to assist the UPF to identify PDU set information.
6. The UPF identifying PDU set information of PDUs of PDU sets based on the information provided within the encapsulation protocol and routing the packet via a QoS flow with PSDB requirements based on the N4 rules including within the GTP-U header PDU set information for each PDU.

Further details of the procedure are described in the solution. The solution describes a general framework and also details when the encapsulation protocol used between the UPF and AS is based on Connect-UDP protocol.

2		Proposal
The following solution is proposed.
********************************************** First change ****************************************
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#x: PDU set identification when an end-to-end XR session is fully encrypted using a tunneled connection over N6
	
	x
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[bookmark: _Toc101366209][bookmark: _Toc104799229][bookmark: _Toc97269608][bookmark: _Toc50536656][bookmark: _Toc50575409]6.x	Solution #x: PDU set identification when an end-to-end XR session is fully encrypted using a tunneled connection over N6
[bookmark: _Toc157745565][bookmark: _Toc101366210][bookmark: _Toc104799230]6.x.1	Key Issue mapping
This solution addresses key issue #2.

6.x.2	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s) which should be explicitly stated. Clause(s) may be added to capture details.
[bookmark: _Toc101366211][bookmark: _Toc104799231]The transport of multimedia application data (e.g., AR/VR/XR, interactive and streaming services, web applications) is often conveyed over RTP protocol. 
For supporting XR media over 3GPP, 3GPP defined extensions to the RTP headers allowing an XR media application server to provide additional information to assist the 3GPP network to identify a group of packets (PDU set identification) and delivering such packets with specific QoS requirements (e.g. PDU Set Delay Budget) to a UE. Such approach requires the RTP headers to be sent unencrypted so as the UPF within the 5G network to identify PDU set information. However, the industry is now focusing on fully encrypting the media packet including the protocol headers either by using solutions relying on QUIC (IETF RFC 9000 [x]) or by enhancing the RTP protocol with fully encrypted headers as described in RFC 9335 [Y].
Consequently, there is a need to allow a solution to support PDU-set identification when the end-to-end connection between the UE and the Application server is fully encrypted.
The solution proposes to have a framework where fully encrypted packets from an application server are tunneled via an encapsulation protocol between the UPF and the Application Server over the N6 reference point as shown in the Figure below.


Figure 6.x.2-1 – General framework for supporting PDU set identification for fully encrypted media packets
The main steps of the solution comprise of the following elements:
1. An AF when requesting an AF session towards the 3GPP network (NEF) includes additional information indicating to the 3GPP network that the UPF can identify PDU-set information by inspecting the headers of an encapsulation protocol. The AF also including the address of the XR Video application server where the UPF will need to establish a connection using the encapsulation protocol.
NOTE X: It is assumed that the 3rd party provider of the AF and the 3GPP network have SLA agreement on the type of encapsulation protocol to use between the UPF and AS over N6 reference point.
2. The PCF in the 3GPP network providing PCC rules where the PCC rules includes the information provided by the AF in step 1.
3. The SMF constructing N4 rules based on the PCC rules where the N4 rules include uplink and downlink Packet Detection Rules indicating to the UPF that:
a. for uplink packets sent from a specific UE (or any UE) to a specific application server the UPF would need to establish a connection using an encapsulation protocol and route the packet via the encapsulation protocol to the Application Server addresss.
b. For downlink packets received by the UPF over N6 configuration information indicating the UPF to:
i. Extract the encapsulated UDP packet from the received IP packet.
ii. Enable PDU set identification and retrieve PDU set information from information contained within the encapsulation protocol.
iii. Routing the de-encapsulated UDP packet over a QoS flow with PSDB requirements within GTP signalling towards the RAN.
4. UPF that supports an encapsulation protocol client establishing a protocol session with a server once the UPF detects that an uplink packet is sent towards a specific destination address.
[bookmark: _Hlk159995372]NOTE X: It is up to UPF deployment whether UPF establishes a tunneled connection on per UE basis or whether the tunneled connection is shared for traffic for multiple UEs that have established a session with the same application server. 
5. The Application Server sending downlink packets via the encapsulation protocol and includes additional PDU set information provided in-band within the encapsulation protocol to assist the UPF to identify PDU set information. 
6. The UPF identifying PDU set information of PDUs of PDU sets based on the information provided within the encapsulation protocol and routing the packet via a QoS flow with PSDB requirements based on the N4 rules including within the GTP-U header PDU set information for each PDU.
NOTE Y: It is up to UPF implementation when the tunneled connection is released, e.g., when the UPF determines no traffic is routed via the tunneled connection for a specific period of time then the connection is released. Other solutions are FFS
6.x.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
6.x.3.1 – General procedure 
Details steps of the procedure are shown in Figure below:



Figure 6.x.3.1-1 – General procedure for supporting PDU set identification for fully encrypted media packets

1. [bookmark: _Hlk149205629]An AF requests to establish an AF session with QoS by invoking the Nnef_AFSessionWithQoS Create service operation as described in clause 4.15.6.6 of 3GPP TS 23.502 including PDU Set QoS parameters for the XR service. The AF additionally includes information to enable an encapsulation protocol connection between the UPF and AS and the address of the server where the UPF can establish the encapsulation protocol session. 
Not shown in the Figure the NEF authorizes the request and forwards the request to the PCF by invoking an Npcf_PolicyAuthorization_Create request including the information provided by the AF.
2. The PCF creates PCC rules taking into account the PDU Set QoS parameters as described in clause 6.1.3.22 of 3GPP TS 23.503. The PCC rule also include the encapsulation protocol details and server address.
3. The SMF creates Packet Detection Rules (N4 rules) for the UPF. The Uplink Packet Detection Rule include an indication to the UPF to establish an encapsulation protocol session with the server address (provided by the AF) when the UPF detects that a packet is sent towards the server address. The downlink Packet Detection rule include configuration information to enable PDU set inspection and extract PDU-set information from information contained within the encapsulation protocol.
4. The N4 rules are sent to the UPF
5. An application in the UE is triggered to connect to the AS
6. The application sent an application packet via uplink over the 3GPP network
7. The UPF inspect the packet and determines that there is a matching PDR rule indicating to establish an encapsulation protocol session to a server address and route the uplink packet via the encapsulation protocol
8. The UPF sends a session request to establish a connection using the encapsulation protocol procedure
9. The server acknowledges
10. The UPF encapsulates the uplink packet within the encapsulation protocol header.
11. The session packet is sent to the AS via N6
12. Further downlink and uplink packets may be routed to fully encrypt the connection between the UE and AS
13. The Application Server determines PDUs belonging to PDU set and adds PDU set information within the encapsulation protocol
14. The UDP packet is sent via the encapsulation protocol to the UPF
15. The UPF extracts the UDP packet and determines PDU set information using the PDU set information provided within the encapsulation protocol.
6.x.3.2 – Using Connect-UDP
The architecture when using Connect-UDP protocol between the UPF and AS is shown in Figure 6.x.3.2-1.



Figure 6.x.3.2-1 – Using Connect-UDP or HTTP/3 proxy for proxying fully encrypted media packets via N6

The main procedure using QUIC/Connect-UDP is as follows:
1. An AF when requesting an AF session towards the 3GPP network (NEF) includes additional information indicating to the 3GPP network that the UPF need to establish a QUIC/Connect-UDP session with a HTTP/3 proxy and indicate that the UPF can identify PDU-set information by inspecting PDU-set information contained within QUIC datagrams. The AF also including the address of a HTTP/3 proxy server where the UPF will need to establish a QUIC session.
2. The PCF in the 3GPP network providing PCC rules where the PCC rules includes the information provided by the AF in step 1.
3. The SMF constructing N4 rules based on the PCC rules where the N4 rules include uplink and downlink Packet Detection Rules indicating to the UPF that:
a. for uplink packets sent from a specific UE (or any UE) to a specific application server the UPF would need to establish a QUIC/Connect UDP session and route the packet within a QUIC Datagram to the Application Server addresss.
b. For downlink packets received from the QUIC connection by the UPF over N6 include configuration information indicating the UPF to:
i. Extract the UDP packet from the received QUIC Datagram
ii. Enable PDU set identification and retrieve PDU set information from QUIC Datagram. The QUIC Datagram includes a new Context ID that contains PDU-set information for the extracted UDP packet.
iii. Routing the extracted UDP packet over a QoS flow with PSDB requirements towards the RAN 
4. The UPF that supports an HTTP/3 client establishing a QUIC connection with an HTTP/3 proxy when an uplink packet is received that matches the uplink PDR provided by the SMF.
NOTE Z: It is up to UPF deployment whether UPF establishes a QUIC connection on per UE basis or whether the QUIC connection is shared for traffic for multiple UEs that have established a session with the same application server.
5. The AS/HTTP/3 Proxy includes downlink packet within a QUIC Datagram using a transport mode which is an extension of the mode defined in RFC 9298. The AS/QUIC includes the encrypted UDP packets within QUIC Datagram frames and provides unreliable transport and includes PDU set information of the encrypted packet within the QUIC Datagram. A new Datagram mode needs to be defined by using the Context ID (defined in RFC 9298) and defining new headers to include PDU set size, PDU set sequence number, PDU sequence number and PDU set importance. The UPF supports the same functionality in the uplink.
NOTE I: The encoding of the Context ID and Datagram mode are to be defined in SA4
6. The UPF extracting the UDP packet from received QUIC Datagram frames, determining to enable PDU set inspection based on configuration rules provided by the SMF and identifying PDU set information of the extracted PDU by checking the headers of the QUIC Datagram. The UPF then routing the extracted packet via a QoS flow with PSDB requirements based on configuration rules from the SMF and sending the extracted packet towards the RAN within a GTP packet including within the GTP-U header the retrieved PDU set information.
NOTE L: It is up to UPF implementation when the QUIC connection is released, e.g., when the UPF determines no traffic is routed via the QUIC connection for a specific period of time then the connection is released. Other solutions are FFS
Details steps of the procedure are shown in Figure 6.x.3.2-2 below:



Figure 6.x.3.2-2 – Using Connect-IDP for supporting PDU set identification for fully encrypted media packets

1. An AF requests to establish an AF session with QoS by invoking the Nnef_AFSessionWithQoS Create service operation as described in clause 4.15.6.6 of 3GPP TS 23.502 including PDU Set QoS parameters for the XR service. The AF additionally includes information to enable HTTP/3 proxy connect-UDP session between the UPF and AS and the address (IP address and port) of the HTTP/3 server where the UPF can establish the HTTP/3 session. Not shown in the Figure the NEF authorizes the request and forwards the request to the PCF by invoking an Npcf_PolicyAuthorization_Create request including the information provided by the AF. The AF is aware of the address of the UE via previous interaction between the UE and AF/AS/
2. The PCF creates PCC rules taking into account the PDU Set QoS parameters as described in clause 6.1.3.22 of 3GPP TS 23.503. The PCC rule also include the HTTP/3 proxy connect-UDP protocol information and server address.
3. The SMF creates Packet Detection Rules (N4 rules) for the UPF. The Uplink Packet Detection Rule include an indication to the UPF to establish an HTTP/3 connect-UDP protocol session with an HTTP/3 proxy server address (provided by the AF) when the UPF detects that a packet is sent towards a content server address and the origin address is the address of the UE (the origin address of the UE may be omitted). The downlink Packet Detection rule include configuration information to enable PDU set inspection and extract PDU-set information from information from the received QUIC Datagram frame.
4. The N4 rules are sent to the UPF
5. An application in the UE is triggered to connect to the AS
6. The application sent an application packet towards a content server address via uplink over the 3GPP network
7. The UPF inspect the packet and determines that there is a matching PDR rule indicating to establish an HTTP/3 session to a specific HTTP/3 proxy server address and route the uplink packet via the HTTP/3 session
8. The UPF (HTTP/3 client in the UPF) sends a CONNECT request using CONNECT-UDP protocol to the proxy with target address the address (IP address/port) of the content server.
9. The server acknowledges the request sending a STATUS-200 message.
10. The UPF includes the UDP packet received from the UE within a QUIC Datagrams and forwards to the HTTP/3 proxy.
11. The QUIC Datagram is sent to the HTTP/3 proxy via N6. The proxy extracts the UDP packets and forwards to the content server address according to the target address included in step 8 within the Connect-UDP protocol. 
NOTE: Content server address may be collocated with the HTTP/3 proxy 
12. Further downlink and uplink packets may be routed to fully encrypt the connection between the UE and content server
13. The content server/HTTP/3 proxy determines PDUs belonging to PDU set and determines PDU set information. The PDU set information is added within QUIC datagram headers. A new Context ID is defined that indicates additional PDU set information is added within the Datagram headers (to be defined in SA4).
Editor's Note: Whether and how IETF standardization is required for the HTTP Datagram is FFS.
14. The QUIC datagram is sent to the UPF (HTTP/3 client) via N6. A new Transport Mode is defined for the QUIC Datagram that includes a Context ID denoting additional PDU set information included within the QUIC Datagram.
15. The UPF extracts the UDP packet from the QUIC datagram and determines PDU set information using the PDU set information provided within the QUIC datagram. The UPF then routes the packets towards the RAN within a GTP packet including within GTP-U header the identified PDU set information.
: 
[bookmark: _Toc101366212][bookmark: _Toc104799232]6.x.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
-	UPF supporting an encapsulation protocol, e.g. Connect-UDP.
-	



******************************** End of change *******************************
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